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Abstract

The article considers international experience of legal regulation of cryptocurrencies, provides legal analysis
of the regulatory framework for the circulation of cryptocurrencies in the countries with developed economies,
including the United Kingdom, Norway, the USA, and Japan. Legislative peculiarities of regulating the circulation
of cryptocurrencies in the countries that have favorable conditions for the development of crypto business, in
particular, Australia, Estonia and Switzerland, are determined. The example of these countries shows how the
peculiarities of cryptocurrency regulation affect financial stability and security. The need to further improvement
of the legal framework for the creation of an optimal platform for the cryptocurrency circulation, promotion of the
development of crypto business as a new forward-looking area of economic development and at the same time
protection of public financial systems, prevention of criminal money laundering is proved.

Keywords: legal regulation, cryptocurrency, token, crypto-asset, bitcoin, blockchain, crypto business.

Digital technologies affect the functioning of al-
most all spheres of society. New forms of communica-
tion, new approaches to organization and management
of production of goods and services, new markets have
appeared. Digital values have appeared along with the
material ones. These goods and services have begun to
be “produced”, bought and sold in the global digital
market, which has had no geographical boundaries
since its emergence. The peculiarity of this market is
that digital goods and services are consumed and used
in the digital space. It results in the acceleration of com-
munication and “delivery” of digital products from
sellers to buyers and the use of virtual currencies (cryp-
tocurrencies) during sales.

As a result of the global financial and economic
crisis of 2007-2009, there has started to form the de-
mand of the world economy participants for the for-
mation of alternative instruments for saving, which are
not affected by traditional financial markets, the search
for new equivalents of money [24]. Cryptocurrency has
become one of the key tools on the way to these evolu-
tionary changes. Attempts to legal regulation of crypto-
currencies have clearly revealed the problems faced by
the international community not only in creating a legal
platform for cryptocurrency business, but also in trying
to define and understand such a phenomenon as decen-
tralized systems in general. A very important step that
has already been taken in Ukraine is the Draft Law of
Ukraine “On Virtual Assets” adopted in the first read-
ing, which aims to regulate legal relations arising due
to the circulation of virtual assets in Ukraine [27]. Con-
sidering the urgency of determining the legal status of

virtual assets, in particular, cryptocurrencies, it is nec-
essary to examine international experience that can be
used in the field of regulation of virtual assets.

It should be noted that the emergence of the first
cryptocurrencies in the world was perceived negatively
by various countries, because the governments practi-
cally lost their main benefit, namely the issue of money.
Therefore, some countries introduced a ban on crypto-
currency at the legislative level. Today, markets of vir-
tual assets are being formed, and transactions as well as
financial investments are being made using them. At
the beginning of 2020, there have been more than 5,100
types of virtual assets in the world with a total market
capitalization of over $ 250 billion. Market capitaliza-
tion of the most well-known cryptocurrency bitcoin,
which dominates the cryptocurrency market, exceeds
63% and amounts to $159 billion as of early 2020 [4, p.
13].

Today, the situation regarding the legal regulation
of cryptocurrency has changed radically, since some in-
ternational regulators tend to consider cryptocurrency
as a new promising direction in the economy, rather
than as an uncertain currency surrogate in the shadow
economy. However, it should be taken into considera-
tion that most financial regulators in other countries are
cautious about legislative initiatives and, in parallel
with their own research, thoroughly monitor further de-
velopment of new technologies and phenomena to de-
velop the most effective approach to the regulations of
operations with virtual assets.

It should be noted that the issues of determining
the content and legal essence of virtual assets in the le-
gal science are almost unstudied. The analysis of mod-
ern scientific publications and research of virtual assets
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shows that complex research on the analysis of the es-
sence of the virtual asset as an element of legal relations
are insufficient not only in Ukraine, but in the world as
well. Some issues of the introduction and development
of cryptocurrency have been studied by scientists and
experts, including S. Blemus, D. Guegan,
T. Dmytrenko, L. Friedkin, 1. Husieva, N. Howell, R.
Houben, M. Kucheriavenko, A. Kud, V. Kostiuchenko,
E. Smychok, A. Snyers, K. Powells, T. Petrova, R.
Price, M. Sackheim and others. Considering the nov-
elty of the phenomenon of cryptocurrency, the uncer-
tainty of its legal status, the study of problems of the
legal regulation of cryptocurrencies in the world is sig-
nificant and relevant.

Today, the regulators of the world’s leading coun-
tries, including the European Union, have no single ap-
proach to determining a legal status of virtual assets and
regulating transactions with them, in particular, crypto-
currencies such as bitcoin, bitcoin cash, ethereum, lite-
coin, etc., the number of which is increasing. Their pop-
ularity is growing in the world against a background of
the lack of a single concept. It varies from identification
with the concepts of “goods”, “means of payment”,
“unit of account™ to the concepts of “intangible digital
asset”, “investment asset”, “financial asset”, “a partic-
ular type of securities”, etc. They are also called “vir-
tual asset”, “virtual currency”, and “digital currency”.
However, nowadays it is obvious that these terms can-
not be considered as absolute synonyms of cryptocur-
rency.

It should also be noted that the international prac-
tice lacks a single approach to determining the content
of these tools and mechanisms for their regulation. To-
day, legal regulation of virtual assets is mainly focused
on the prevention of the use of virtual assets to legalize
(launder) proceeds from crime, terrorist financing and
proliferation of weapons of mass destruction, fraud
with virtual assets; taxation of profits obtained due to
this activity; regulation of the activities of virtual ser-
vice providers.

In different countries, the approach to the legal sta-
tus of cryptocurrencies differs significantly. Some
countries have recognized the feasibility of their use
and are working to form a legal framework that would
consolidate the legal status of cryptocurrencies (as elec-
tronic money, as exchange, as a specific currency, etc.),
while others prohibit their use. However, despite the
ban on virtual assets in some countries, their circulation
in the cyberspace continues to grow. A legal ban on the
use of cryptocurrency does not affect the processes of
its application. This means that the state is not engaged
in the processes, which involve the use of such cur-
rency.

In 2016, the European Parliament did not consider
the need to regulate cryptocurrency. The Committee on
Economic and Monetary Affairs then issued a report
proposing to limit itself to setting up a pan-European
task force on digital money. Its purpose was to monitor
and regulate innovations in the field of cryptocurren-
cies in the EU. In December 2018, members of the Eu-
ropean Parliament issued a resolution “Blockchain: a
forward-looking trade policy”, which called for accel-
erating the integration of blockchain in trade between

EU countries. As stated in the resolution, blockchain
technology would increase the efficiency of trade oper-
ations, ensure a high level of the transparency and se-
curity [2].

In 2018, the European Central Bank (ECB) de-
fined the term “crypto-asset” as “any asset registered in
a digital form that is not and does not represent a finan-
cial requirement or financial liability of any individual
or legal entity and which does not embody the property
right of the business entity” [6].

Nowadays, the European Parliament is actively
operating to improve legal regulation of the crypto-as-
sets market. There is a need for legal definition of
crypto-assets, a need for legal regulation of all types of
crypto-assets, not just those regulated by financial ser-
vices laws, ensuring of the adequate protection of in-
vestors and financial stability of EU countries [17].
Among the EU countries, one of the most favorable
countries for the circulation of cryptocurrencies in
terms of its legal regulation is Switzerland. Transac-
tions with cryptocurrencies are legal in Switzerland.
Swiss law treats cryptocurrencies as assets, subject to
property tax.

The rules for doing business for the local crypto
industry are set by the state regulator — the Swiss Fi-
nancial Market Supervisory Authority (FINMA). The
Swiss cryptocurrency exchange ECUREX GmbH is
currently the world’s first cryptocurrency exchange
platform for fiat money, which fully complies with the
regulatory requirements of the Swiss Banking Act [20].
In addition, cryptocurrency transactions in this country
are exempt from value added tax in response to a re-
quest from Swiss bitcoin companies to the Swiss Fed-
eral Tax Administration, transactions with cryptocur-
rencies were recognized in this country as a means of
payment and not transactions for provision of goods or
services. The Swiss legal framework regulates the issue
and trade of crypto-assets, which is possible only if the
Anti-Money Laundering (AML) rules are followed.

For the comfortable operation in the country,
crypto exchange and cryptocurrencies must be licensed
by the Swiss Financial Authority. Owners of digital as-
sets must file annual returns. Profits from the sale of
cryptocurrency are taxable.

In addition, FINMA has repeatedly stated that it
will not differentiate different technologies that are
used for the same types of crypto industry, so that it will
apply the principle “the same business, the same rules”
to any new technology. FINMA adheres to this princi-
ple now, applying Swiss legislation on the financial
market to crypto-assets and applications that are based
on blockchains, and this will also apply to the proposed
new legislation concerning the rights [5].

On 16 February 2018, FINMA published guidance
on the application of Swiss financial market laws in its
ICO Regulatory Guidelines. In the Guidelines, 1CO
FINMA explains how to classify cryptocurrencies and
other coins or tokens (along with cryptocurrencies, to-
kens) or other assets registered in distributed books un-
der the Swiss law.

In accordance with the ICO Guidelines, the Swiss
Financial Market Supervisory Authority distinguishes
the following categories of tokens: payment tokens or
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cryptocurrencies that are intended only as the means of
payment and do not cause claims against the issuer; ser-
vice tokens that grant the access to or use of a digital
program or service, provided that such program or ser-
vice is already running at the time the token is sold; and
asset tokens representing an asset, such as a debt or eg-
uity claim against an issuer or a third party, or a right to
an underlying asset [9].

The Swiss Federal Council is actively working on
the improvement of the regulatory framework for
crypto-assets. Thus, in November 2019, a bill was sub-
mitted for discussion, which provided for amendments
to Swiss laws (DLT bill) on the introduction of a digital
alternative to certified securities through blockchain
technology, introduction of licenses for cryptocurrency
trading on special trading platforms (crypto ex-
changes), etc. The National Council (House of the
Swiss Parliament) voted in favor of the DLT bill on
June 17, 2020, without any significant amendments. In
September 2020, the so-called “Blockchain Law” was
adopted, the provisions of which will come into force
in 2021 [22].

According to experts, this law will improve the
current legal framework for trading digital assets and
clarify certain uncertainties, in particular in civil law
and bankruptcy law. This will increase legal certainty,
increase the attractiveness of the entire Swiss financial
center for DLT/Blockchain and ensure protection of in-
vestors.

Estonia remains one of the most attractive coun-
tries for the crypto industry, although recent legislative
changes provide some restrictions on the cryptocur-
rency market.

Unlike most European countries, Estonia was one
of the first in the EU to make a number of amendments
to the legislation concerning the special but rather loyal
regulation of the industry. In addition, Estonia became
the first country to implement the EU Anti-Money
Laundering Directive in the national law. This provided
a legally regulated basis for business related to virtual
currencies.

In November 2011, the Law on Money Launder-
ing and Terrorist Financing came into force in Estonia.
This law defined a virtual currency (cryptocurrency) as
a “value presented in digital form that can be trans-
ferred digitally, stored or sold, and which individuals or
legal entities accept as a payment instrument, but it is
not a legal tender” [16].

There is no special regime for cryptocurrency tax-
ation in Estonia. However, as in most countries of the
world, and in particular in the EU, VAT is not applied
to any cryptocurrency exchange transactions. In Esto-
nia, corporate tax is paid only in the case of income dis-
tribution and withholding tax, and the first financial re-
port is submitted within six months after the end of the
first full financial year. The possibility for foreigners to
obtain e-resident cards, set up a company and submit
any application or report online makes Estonia attrac-
tive to any business, not only in the field of cryptocur-
rencies [18].

However, when the Estonian branch of Danske
Bank (one of Denmark’s largest banks) was closed be-
cause of suspicion of laundering € 200 billion, Estonia

introduced legislative changes that came into force in
July 2020. According to these changes, any cryptocur-
rency activity is subject to money laundering legisla-
tion. Only a legal entity registered in the country and its
employees that are physically located in the country can
obtain a license. In addition, the authorized capital of
this legal entity must be at least € 12 thousand. The pro-
cedure for licensing crypto business has changed (a
stricter approach to submitting documents, extending
the deadline for making a decision on the application
(maximum period of 120 days, previously it amounted
to 60 days), increasing the amount of the state license
fee by 10 times, etc.) [18].

In some cases, such companies will have to un-
dergo an Enhanced Due Diligence (EDD). To comply
with the new law, crypto services need to know their
users and their reasons for making the transactions.
EDD will include, first and foremost, analysis of the
transactions made by large customer, their behavioral
patterns, and how regularly they update their data and
provide all necessary documents.

Despite the change in the Estonian government’s
loyalty to crypto business, Estonia remains one of a few
countries where digital assets are clearly regulated. Ac-
cording to some experts, the number of applications for
licensing of crypto business in Estonia is constantly
growing.

The United Kingdom is one of the countries hav-
ing a neutral legal environment regarding cryptocurren-
cies. Cryptocurrencies are not a legal tender in the
country. At the same time, cryptocurrency exchanges
and crypto exchangers must be state-registered by the
Financial Conduct Authority (FCA).

In the UK, the term “crypto-asset” is defined in the
Money Laundering, Terrorist Financing and Money
Transfer (MLR) Regulations 2017 (MLR) as “crypto-
graphically secured digital representation of value or
contractual rights using a distributed ledger technology
(DLT) and can be transmitted , stored or traded elec-
tronically” [14].

In 2014, British regulators required cryptocur-
rency exchange and e-wallet operators to comply with
customer identification requirements (KYC). Customer
identification allows you to isolate pure cryptocurrency
from “contaminated”. Such requirements aim to control
money laundering, terrorist financing, arms or drug
trafficking. The practice of tracking the origin of
crypto-assets aims to push unscrupulous players into
underground markets where their virtual assets are
openly violated.

In the United Kingdom, it is required to include
the values in national currency equivalent to cryptocur-
rency values in tax documents. Income from cryptocur-
rencies is subject to capital gains tax.

The British regulator seeks to protect investors
without changes in the current legislation. At the same
time, thanks to the synergy of blockchain technology
with artificial intelligence and the Internet of Things,
the UK is creating additional space for innovations
within the country [14].

The Financial Conduct Authority (FCA) of the
United Kingdom has published an advisory document
(guidelines) that divides crypto-assets into three types
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and explains which of them are subject to regulation
and which are not. After all, the cryptocurrency market
is developing very fast, and market participants must
clearly understand whether their activities fall under the
scope of FCA regulation, and whether they need to ob-
tain permits to operate. Carrying out regulated activities
without appropriate permits may be considered as a
criminal offense.

Guidelines apply to individuals who issue or cre-
ate crypto-assets; who sell goods or services related to
crypto-assets; individuals who buy or sell crypto-as-
sets; individuals who own or store crypto-assets; finan-
cial advisers; investment managers; investment ex-
changes; any other stakeholders [10].

Thus, although crypto-assets can be used as a me-
dium of exchange, similar to traditional paper curren-
cies, today they are not recognized as legal tender in the
UK and are not considered as currency or money.

Another country with a neutral status is Germany.
In 2013, the Federal Financial Supervisory Authority
(BaFin) defined cryptocurrencies as “private funds”
that can be used as payment and replace traditional cur-
rency in civil law transactions. Thus, the Ministry of
Finance has decided to recognize bitcoin cryptocur-
rency as the official means of payment. At the same
time, for commercial purposes, activities with the spec-
ified cryptocurrency require a special permit (license),
and such organizations get under the control of the Fed-
eral Office of Financial Control.

Although Germany does not have a specific reg-
ulatory framework for virtual currencies and other vir-
tual assets, a general financial regulation regime is ap-
plied covering various types of DLT tokens within cap-
ital markets, banking, financial services, anti-money
laundering (AML) and other laws. In some respects, the
application of these legal regimes to virtual currencies
will be clarified in the near future (for example, quali-
fication of certain tokens and anti-money laundering
obligations) or will be clarified by the legislature (e.g.
the use of digital securities registers). BaFin itself,
along with the European Union, emphasizes a compre-
hensive approach to addressing risks to the financial
stability and consumers through virtual currencies
without constraining innovations [11].

Virtual currencies are not generally considered to
be legal currencies in Norway because they go beyond
a common definition of money or currency. In Norway,
there is no specific legislation on virtual currency re-
garding securities and investment laws, banking and
money transfer, and the regulation of exchanges, min-
ers, issuers or sponsors. Therefore, companies or indi-
viduals that operate using virtual currency should not
be licensed under current financial services legislation
[13].

On October 15, 2018, Norway passed a new Anti-
Money Laundering Act and a corresponding provision
that expanded the scope of the legislation applied to ser-
vice providers exchanging virtual and fiat currencies,
as well as the custodian wallet providers (CWP). Based
on the decision of the lower court, banks may have rea-
sonable grounds for refusing to provide payment ser-
vices (by opening bank accounts, etc.) due to the high

risk of using virtual currencies for money laundering
[8].

On October 11, 2019, the Ministry of Finance in-
troduced “suitability and affiliation” requirements for
service providers that exchange between virtual curren-
cies and the currency of fiat currencies and the CWP.

For tax purposes, virtual currencies are treated as
assets, and therefore they are subject to capital gains tax
and net wealth tax.

In 2019, the Norwegian parliament decided that
the electricity used for mining of virtual currency
should have a normal tax rate instead of a reduced tax
rate. However, on 12 May 2020, the Norwegian gov-
ernment proposed to repeal resolution adopted in 2019
in the revised fiscal budget for 2020 [19].

The cryptocurrency market in Australia is regu-
lated by a number of laws. Australian regulators are in-
terested in the crypto industry and are actively trying to
understand how new developments in this area will af-
fect current business models and regulatory frame-
works. Nowadays, Australian regulators are mainly
seeking to address cryptocurrency regulation through
current regulations, which have been gradually adapted
and supplemented by them.

The Australian Securities and Investments Com-
mission (ASIC) is Australia’s corporate regulator,
which has broad powers under the Corporation Act to
provide financial products and a range of fundraising
measures that may affect TGE.

The Australian Government agency (AUSTRAC)
is Australia’s main regulator of money laundering and
terrorist financing, and the main normative act regulat-
ing crypto-asset markets is the Anti-Money Laundering
and Counter-Terrorism Financing Act of 2006
(AML/CTF Act), which provides for compulsory reg-
istration and reporting on transactions with virtual cur-
rencies, digital currencies.

The Australian regulatory environment is also
supported by the industry self-regulation, including the
Australian Digital Commerce Association (ADCA), an
industry body representing businesses that uses block-
chain technology supporting the voluntary Code of
Conduct for Digital Currency (DCI Code).

As for cryptocurrency taxation, the Australian
Taxation Authority (ATO) is the main Australian reve-
nue authority responsible for managing the federal tax
system in Australia. The ATO has provided guidance
on how the treatment of virtual currency and ICO
events, including acquisitions and disposals, is treated
in terms of taxation [1].

Japan is currently having one of the largest crypto-
assets markets in the world, and it was one of the first
countries to develop a regulatory framework for crypto-
assets. In Japan, the blockchain and cryptocurrency
technology is part of the state’s strategy for developing
digital finance and building a “cashless society”. In
April 2017, Japan recognized cryptocurrencies as a le-
gal tender and passed a law on the payment services.
This meant that the Japanese law allowed the purchase,
sale of virtual currency and its exchange for some other
crypto-assets.

Crypto exchanges and crypto exchangers interact
with fiat money, which is controlled by government
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agencies. Therefore, virtual asset service providers are
subject to mandatory state registration with the Japan
Financial Services Agency (FSA). Registered crypto-
currency companies pay consumption tax on the sale of
cryptocurrencies. The National Tax Agency of Japan
has adopted an act according to which income from
cryptocurrencies should be classified as “miscellaneous
income”.

The Japanese regulator has developed strict re-
quirements for cybersecurity and compliance with fi-
nancial monitoring requirements (AML/CFT), the main
task of which is to prevent and control money launder-
ing, terrorist financing and financing weapons of mass
destruction.

The regulatory framework for crypto-assets in Ja-
pan has contributed to the growth of the Japanese
crypto-assets market. However, this development was
wrecked in January 2018, when one of the largest cryp-
tocurrency exchanges in Japan announced a loss of ap-
proximately $ 530 million from a cyberattack on its net-
work, which raised concerns about the adequacy of the
current regulatory framework [21].

Finally, this has led to a revision of the legislation
regulating crypto-assets, including the Payment Ser-
vices Act (PSA) and the Financial Instruments and Ex-
change Act (FIEA). These changes came into force on
May 1, 2020, and their main purpose was to strengthen
the regulatory framework for crypto-assets.

The main provisions of the FIEA are as follows:
to establish the transferred rights and legal regulations
that are registered in the electronic form; to introduce
regulations on the transactions with derivative crypto-
assets; to adopt regulations on the unfair practices in
transactions with crypto-assets or derivatives of crypto-
assets [21].

The Unites States is the leader in the number of
bitcoins and the amount of cryptocurrency cash. The
United States has a fairly progressive approach to the
introduction of the latest financial instruments; how-
ever regulators have different attitudes to cryptocur-
rency.

In 2013, the Financial Crimes Enforcement Net-
work (FinCEN) announced that cryptocurrency should
be equated to ordinary money and similarly regulated.
All cryptocurrencies and exchangers are required to
register as financial service providers. The US Securi-
ties and Exchange Commission (SEC), which regulates
digital assets that have characteristics of securities,
classifies cryptocurrency as an asset. This is much
closer in legal status to stocks and other securities than
to traditional money. Therefore, at the legislative level,
regulation is carried out similarly to stock assets. The
Commodity Futures Trading Commission (CFTC)
deals with cryptocurrency as a commodity. The organ-
ization is loyal to virtual money.

In the United States, in addition to the federal ju-
risdiction, there are more than 50 jurisdictions, and
each state issues its own law. However, local legal acts
rarely conflict with federal ones.

In 2014, the U.S. Internal Revenue Service (IRS)
issued Notice 2014-21 listing the fees and charges ap-
plicable to the use of cryptocurrency for all states. Until

the end of 2017, all transactions involving virtual cur-
rency were conducted on the basis of this document
[23].

In 2018, the updated tax legislation came into
force. It states that all cryptocurrency transactions for
the sale, purchase, and accrual of salaries are subject to
the system of state fees in accordance with the rules of
tax calculation. In July 2020, the CFTC announced that
the United States planned to fully regulate the crypto-
currency market, which is expected to start working by
2024. Thus, US Congress Representative Paul A. Gosar
introduced the bill aimed at clarifying the regulation of
cryptocurrency. The bill called the Crypto-Currency
Act of 2020 defines the US financial regulators that
should regulate the cryptocurrency industry.

The bill divides crypto-assets into three types, in
particular, “crypto- commodity”, “crypto-security”” and
“crypto-currency”. The bill proposes a “federal regula-
tor” for each category: the Commodity Futures Trading
Commission (CFTC) will regulate the first one, the US
Securities and Exchange Commission (SEC) the sec-
ond one, and the Financial Crimes Network (FInCEN)
the third one.

The bill also defines three types of crypto-assets,
including “crypto-commodities” meaning “economic
goods or services”; cryptocurrency that is defined as a
representation of the US dollar (stablecoins) or a “syn-
thetic derivative resting on a blockchain”; “crypto-se-
curity” is treated as “all debt, equity and derivative in-
struments that rest on a blockchain”.

In 2020, Congressman Warren Davidson intro-
duced his bill to determine a legal status of cryptocur-
rency in the United States. Recently, the US financial
regulators have issued a joint statement stating that
cryptocurrencies should operate similarly to banking
operations and comply with the US laws on financial
services [23].

Thus, in most developed economies, cryptocur-
rencies are recognized as digital assets and financial in-
struments, and sometimes as a commodity. In these
countries, cryptocurrencies are regulated by relevant
laws. A legal regime of cryptocurrency circulation dif-
fers significantly in different countries. In some coun-
tries, cryptocurrency (such as bitcoin) is recognized as
a monetary unit of account (e.g. Germany), while in
others (e.g. Japan) bitcoin is a legal tender with a pur-
chase tax. In some countries, cryptocurrency transac-
tions are prohibited for banks, however they allowed
for individuals. For example, in Switzerland, crypto-
currencies are subject to the same rules as foreign cur-
rencies, and this country is one of the most favorable
for the crypto industry.

Every financial regulator is guided by its own ap-
proaches to the legal regulation of cryptocurrency cir-
culation, i.e. from formal authorization (including rec-
ommendations for the crypto industry on possible risks,
research in this area, etc.) or application of general prin-
ciples of payment regulation to a total ban on such ac-
tivities.

Nevertheless, as it can be observed, favorable con-
ditions for the crypto industry are created in the coun-
tries with highly developed economies and good gov-
ernance. There is also a clear tendency towards better
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regulation of cryptocurrency circulation in these coun-
tries with the consideration of warnings of financial
regulators concerning the prevention of money launder-
ing and terrorist financing.
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